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Appendix (C): List of Abbreviations. Second, it presents a framework for complying with the required unimplemented or partially implemented
NCA-ECC controls. Appendix (D): Relationship with Data Lifecycle This document introduces the Essential Cybersecurity Controls (ECC)
developed by the National Cybersecurity Authority of Saudi Arabia. Link. The controls were created by studying international frameworks and
analyzing past cybersecurity incidents to protect government organizations and critical infrastructure in Saudi Arabia This paper first measures the
extent to which certified ISO/IEC Saudi organizations comply with the NCA-ECC. The framework can also help organization to be in compliance
with both frameworks, if required The National Cybersecurity Authority has developed and released the “Essential Cybersecurity Controls”, that
when List of Figures and Ilustrations. e 3 s 3 aclu 5 dha ) sa dulece (a3 zali saiadi)anls g5l a3(c 5 s Slia gl Ll Jai Sl Jl
Jai S by Jea el 8 Prior to implementing the ECC standard, a detailed gap assessment should be conducted using the ECC assessment
toolkit provided by NCA. Compliance to the ECC control ember, Security Publication. FigureDCC Main Domains and Subdomains
FigureControls Coding Scheme FigureDCC Structure FigureGuide to Colors of the Anti-Cyber Crime Law (the Cyber Crime Law), the NCA’s
whitepaper on Essential Cybersecurity Controls (ECC) (the Whitepaper), The Controls of the Use of Understanding NCA Essential Cyber
Security Controls. These measures aim to help From this perspective, NCA developed the Essential Cybersecurity Controls (ECC) to set the
minimum cybersecurity requirements for national organizations that are within its scope of ECC implementation Enable national organizations in
implementing ECC requirements that are needed for their compliance with the ECC. Reduce cybersecurity risk in national organizations that arise
from internal and external cyber threats axids Le 3ol s dgall 4380 5 dile shadll J pa¥) e <yl 5 s Juliall 3 3 Sl el e cdlhaia o (o o
laelldaal ja o) yallgiallas y < 23l The National Cybersecurity Authority of Saudi Arabia developed the Essential Cybersecurity Controls
(ECC -) after conducting a comprehensive study of multiple national and international cybersecurity frameworks and standards, studying related
national isions, law and regulatory requirements, reviewing and leveraging cybersecurity best The National Cybersecurity Authority has developed
and released the “Essential Cybersecurity Controls”, that when implemented enable organizations to meet the minimum cyber security requirements
in the Kingdom of Saudi Arabia. These controls are based on best practices and standards Appendix (A): Relationship with the Essential
Cybersecurity Controls. NCA introduced the Essential Cyber Security Controls (ECC —) to provide a foundation for safeguarding crucial The
National Cybersecurity Authority “NCA” has developed the Essential Cybersecurity Controls (ECC —) to set the minimum cybersecurity
requirements based on best The Kingdom of Saudi Arabia, as part of the Saudi Vision, has developed and promulgated the Essential
Cybersecurity Controls (ECC). Appendix (B): Terms and Definitions.



